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Attachment A

Report on Radio Encryption
Executive Summary
The following report provides details to the encryption of Palo Alto Police Department’s radios
and the complexity on this topic. Department discussions with DOJ confirmed that agencies
that had the technical capability and infrastructure in place to transmit Personally Identifying
Information (PII) and Criminal Justice Information (CJI) radio transmissions over encrypted
channels must do so, to protect confidential information. In response to the DOJ mandate
released in October 2020 (Attachment B), and, along with the Silicon Valley Regional
Interoperability Authority partners (all police agencies in Santa Clara County), the City updated
the law enforcement radio channel to an encrypted frequency to conduct law enforcement
operations in January 2021.
Based on the continued conversations with local law enforcement agencies, regional partners
and the State DOJ, it is staff’s conclusion that there are no other feasible options available at
this time to implement “unencrypted” radio transmissions. It should be noted that this issue is
fluid and even as early as last week, state lawmakers have introduced legislation that could
change the legal requirements on this issue. At this time, however, to help inform the City
Council on this complex issue, staff does not recommend changes to the operational decision to
encrypt radios, as there are other options to providing public information in near-real time.
In addition, the potential impacts of not abiding by the State mandate include:
• Risk losing law enforcement database (California Law Enforcement Telecommunications
System, or CLETS) access, which is the database all law enforcement agencies use to
support investigations and ensure the safety of local communities
• Risk of jeopardizing the City’s regional partnership with Mountain View and Los Altos
(who share the Records Management System with Palo Alto)
• Financial risk of having to move to the City’s own radio network outside the Silicon
Valley Regional Interoperability Authority, which all Santa Clara County law enforcement
agencies participate in
• Staffing impacts and risks associated with operational and financial efficiencies lost by
reverting back to unencrypted radio channel, affecting 9-1-1 dispatchers and police
officers
Background
The Policy and Services Committee (P&S) met on February 8, 2022 to receive an update on Race
and Equity work since September 2021 and the Committee discussed staff’s update. An
outcome of that meeting included four recommendations to City Council from the Committee
and one of them was item D: Request the City Manager and Mayor schedule a study session to
discuss police radio encryption, and how best to allow the public and the media to be rapidly
informed for calls to service.
The item before the City Council on April 4, 2022 regular City Council meeting is the Police
Department’s annual report with an update on encryption and the City Manager set the
discussion as an action item to enable the City Council to take action should it wish to do so.
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The table below summarizes the timeline for the State and the City of Palo Alto related to Police
Radio encryption. This is useful context for the additional information about encryption included
within this attachment.
Encryption Timeline
Date
Action
June 2018 Palo Alto moved from analog radio to a P25 digital radio system
October 2020 The CA Department of Justice (DOJ) sent notice to all law enforcemnt
agencies re: data confidentiality. DOJ instructed agencies to submit
implementation plan
December 2020 Palo Alto responded to DOJ notice as required
January 2021 SVRIA agencies (including PA) began encrypting police radios
January 2021 Staff began work on alternatives to police radio encryption
March 2021 Palo Alto sent DOJ a request for permission to temporarily reverse
encryption of police channels
July 2021 DOJ responded via letter to Palo Alto – request denied
February 2022 New Calls for Service Interactive Map went live
March 2022 Staff met with Senator Becker staff to discuss Becker’s proposed
legislation (Senate Bill 1000) on police radio encryption
Further Information on Encryption
The following information provides details on radio encryption to assist the City Council
discussion on this topic.
Introduction
The California Department of Justice (DOJ), the primary law enforcement agency in the state, is
directed by the State Attorney General (AG) who receives their authority from Constitution of
California, Article V, Section 13. On October 12, 2020, the agency sent notice (Attachment B) to
all law enforcement agencies that access the California Law Enforcement Telecommunications
Systems (CLETS – defined later) instructing that agencies “must adhere to the requirements
detailed in the CLETS Policies, Practices and Procedures (PPP), and in the Federal Bureau of
Investigation (FBI) Criminal Justice Information Services (CJIS) Security Policy to ensure the
confidentiality and integrity of the data therein.”
Further, the bulletin instructed agencies to prevent access to sensitive information by
unauthorized persons including discontinuing the practice of broadcasting certain personal
information over publicly accessible channels. Per the notice, “Personal Identifying Information
(PII) is information that can be used to distinguish or trace an individual’s identity, such as an
individual’s first name, or first initial, and last name in combination with any one or more
specific data elements…such as Social Security number, passport number, military identification
number and other unique ID numbers issued on a government document.”
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The bulletin refers to established State of California rules and policy about unauthorized access
to personal information through the database directly stating:
1.6.4 Confidentiality of Information from the CLETS
Only authorized law enforcement, criminal justice personnel or their lawfully authorized
designees may use a CLETS terminal or have access to information derived from CLETS. Any
information from the CLETS is confidential and for official use only. Access is defined as the
ability to hear or view any information provided through the CLETS.
It is required that each employee/volunteer/private contractor sign an Employee/Volunteer
Statement form…prior to operating or having access to CLETS terminals, equipment or
information. This form addresses confidentiality, release and misuse of information from the
CLETS.
A. Information from the CLETS is on a “right-to-know” and “need-to-know” basis.
B. Authorized personnel shall not inquire into their own record or have someone inquire for
them.
C. Accessing and/or releasing information from the CLETS for non-law enforcement
purposes is prohibited, unless otherwise mandated, and is subject to administrative
action and/or criminal prosecution.
D. Pursuant to the PPP § 1.10.1D, all investigations of misuse must be reported to the CA
DOJ on the CLETS Misuse Investigation Reporting form…including investigations where
misuse was not found.
The DOJ notice stated that compliance is additive to the requirements of the FBI CJIS security
policies. The notice states the policies can be met by either broadcasting PII and CJI information
over encrypted radio channels or for agencies to establish policies that restrict the
dissemination of PII and CJI information over the radio “if unable to implement the required
technology.” Department discussions with DOJ confirmed that agencies that had the technical
capability and infrastructure in place to transmit PII and CJI radio transmissions over encrypted
channels must do so, to protect confidential information. Agencies that did not have a radio
system in place that could be encrypted were being given the option of temporary policy
modifications to comply with the mandate, as confirmed by a transcript of the AG’s committee
that oversees the CLETS system.
Regional Partnerships and Radio Encryption
Additionally, the Department is a member of the Silicon Valley Regional Interoperability
Authority (SVRIA), which provides access to the regional radio network titled Silicon Valley
Regional Communication System (SVRCS). In June 2018, the Department moved the City radio
operations from an analog radio system to a P25 digital radio system in accordance with Council
action. Digital systems such as SVRCS have a number of advantages over analog systems
including inter-agency communication, stability, operator identification and encryption – all

Attachment A - 3

Packet Pg. 210

16.a

Attachment A

Report on Radio Encryption
initiatives that came out of the 9/11 disaster. Not all agencies in the state have converted to
digital, but all agencies in Santa Clara County have converted to digital. In response to the DOJ
mandate the City updated the law enforcement radio channel to an encrypted frequency to
conduct law enforcement operations in January 2021.
Staff Efficiencies Related to Radio Encryption
Two-way radio systems are used to communicate with dispatchers or other police officers
efficiently and safely while doing work with their hands or allowing their hands to be free to
respond to an immediate threat. Other means to communicate exist, such as cell-phone or incar computers, but these methods do not always provide a safe opportunity to be used in
police work.
In circumstances where an officer is required to manipulate a device not attached to their body
or go inside their police vehicle to use the computer, it can take the officer’s attention away
from a subject and also require the dispatcher to have to answer another phone call (increasing
the call volume into the communications center). Both issues are mitigated by the use of a
radio and significantly reduce the officer safety concerns associated with using a phone or incar computer. Radios not only require minimal hand manipulation, but also allow for a police
officer to keep their eyes on their work or on a subject so that they can remain focused on
sensitive or dangerous work or imminent threats while communicating and problem solving.
Further Communications with DOJ
On March 8, 2021, as a result of stakeholder feedback, the Department sent a letter to DOJ
requesting permission to revert law enforcement radio operations back to an unencrypted
channel through the end of 2021, to allow for time to explore alternative options. (Attachment
B). On July 2, 2021, DOJ Chief Joe Dominic responded to the request in writing informing the
Department it cannot revert to the previous practice of broadcasting PII over a publicly
accessible radio channel (Attachment B). Further, Department communications with DOJ
confirmed that willfully disregarding the CJIS policies could result in the Chief of Police being
called before the CLETS Advisory Committee, the AG’s committee overseeing CLETS. CLETS is
the state administered computer network that gives authorized agencies access to multiple
state and federal databases containing information on criminal records, criminal justice status
(persons or vehicles with warrants), missing persons, protective orders, restraining orders,
driver’s license and vehicle/vessel information, stolen property, stolen vehicles, firearms
registration, and other restricted databases. DOJ stated, depending on the Chief’s testimony
and other evidence, the CLETS Advisory Committee could recommend that the Attorney
General deny Palo Alto access to CLETS. To add another layer of complexity, Palo Alto derives
its CLETS access through the City of Mountain View, for now, but possibly through Santa Clara
County in the future, subject to agreement. Police departments must enter and retrieve
information in CLETS to conduct daily operations. There is no other alternative to this system
(besides not having the information). After discussing the risks to the City related to this issue,
staff has complied with the DOJ notice.
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Review of other law enforcement agencies response to DOJ
The San Francisco Police Department, in December 2021, transitioned all law enforcement radio
communication to a digital radio network using fully encrypted channels. Staff understands that prior to
their decision to encrypt, the department examined alternatives that placed additional responsibilities
on dispatchers; this was ultimately not pursued. The California Highway Patrol (CHP) law enforcement
operations are operating on a VHF low band analog radio system that is not capable of encryption. CHP
has modified its radio transmission policies to comply with the Department of Justice policies and
procedures to the extent possible with the technological constraints of its analog radio system. This
option is not available to the City of Palo Alto. In March 2021, the Palo Alto Police Department asked the
Department of Justice to allow the department to move law enforcement radio communications back to
an unencrypted channel and DOJ denied the request. Staff has invited DOJ and CHP representatives to
participate in the Council’s discussion of this matter, and will advise if representatives will attend.

Staff Work on Alternative Methods: New Beta Interactive Map Released & Other Methods for
Real-time Calls for Service Information
After complying with the DOJ notice, Police Department staff looked into alternative methods
for providing the public greater awareness and visibility on police activity (real-time calls-forservice information or CFS) besides over the radio frequencies. The Department’s actions
included engaging technology companies and making inquiries to other law enforcement
agencies. A technology company providing a platform for fire department CFS was unwilling to
pursue staff’s request to do the same for law enforcement. Department staff also contacted
multiple law enforcement agencies throughout the state to inquire how they were complying
with the DOJ mandate. This outreach included agencies using digital, encrypted radio channels
and low-band unencrypted radio channels. The Department also utilized a statewide law
enforcement discussion board to inquire how other law enforcement agencies were providing
visibility on police activity in light of DOJ’s directive. Sustainable solutions were not identified.
Along with this track of activity, City staff was exploring the possibility of making a custom
solution.
To meet stakeholders’ desire to receive more information about the calls-for-service (CFS) the
police respond to in real-time, the City moved forward with a portal to display CFS on an
interactive map. CFS, for police, include all requests for police assistance from the public based
on the reporting party’s initial need or concern, regardless of final disposition or categorization
of the CFS (example: initial CFS could be a residential intruder alarm notification but the police
investigation revealed it was a false alarm). The development of this interactive display was a
months-long collaboration involving the Police Department, City Manager’s Office, City
Attorney, Information Technology Department, Human Resources Department, and the Palo
Alto Police Officers Association. The creation of the platform was completed by City IT staff,
working within the limitations of the City’s antiquated Computer Aided Dispatch (CAD)
system. (Note: CAD modernization is an upcoming item for City Council to consider soon). The
parameters of the interactive map adapted to community member privacy concerns as well as
police officer-safety concerns. The result of this process was a display map that gives near realtime information on police response to CFS with consideration for PII/CJI privacy requirements
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and officer safety concerns. Few law enforcement agencies display this type of information in
real-time, often opting to share information in a “press log,” often 24-48 hours after the CFS.
Other Discussions Ongoing
Further, City staff, including Police staff, met with a representative of State Senator Josh
Becker’s office to discuss radio encryption and provide input on potential legislation that would
address making radio communications accessible to the public. Senate Bill (SB) 1000 is Senator
Becker’s recently-introduced bill on public access to police radio transmissions. Staff is
reviewing the bill. In the coming weeks, the Legislative Analyst will prepare an analysis of the
bill and its impacts, and stakeholder comments will be received.
As noted, the subject of encryption throughout California is still fluid. The City of Palo Alto, and
particularly the Police Department, is committed to protecting the privacy of all those the
Department interacts with including suspects, drivers, passengers, witnesses, and victims while
staying up to date on methods for informing media partners and the public in real-time.
Specific Questions Answered
What information is broadcast on a police radio channel?
Public Safety Answering Points (PSAPs) are another name for dispatch centers. PSAP’s receive
their authority to operate and policies from the State. The City of Palo Alto PSAP serves
emergency and non-emergency requests for service (CFS) for Palo Alto Police, Palo Alto Fire,
Palo Alto Public Works and Utilities, Stanford DPS Police, and Animal Control and serves as a
back-up PSAP to Mountain View and Los Altos.
For emergencies requiring a police response, the Dispatcher receives requests for service
through a number of methods including email, text, voice (landline and cellular), and radio. For
phone requests, which comprise of an estimated 95% of service requests, the Dispatcher listens
to caller information, enters the initial service request into the Computer Aided Dispatch (CAD)
database. For emergencies or other public safety needs, police and/or fire operators are
dispatched. “Dispatched,” in the case of police CFS, refers to transmitting the call-for-service
over the police radio channel to assigned police units. The information broadcast gives the
exact location of the request (if possible), the reported circumstances of the event, possible
officer safety concerns, and specific call information, such as subject descriptions, victim
actions/injures, and other important information the officer needs to respond to the call. The
CAD database sends some of this information to the responding officer’s in-car computer.
During in-progress calls (calls that have a higher sense of urgency), updated information
continues to be broadcast to responding officers. Further, officers communicate with
Dispatchers and other officers, including other agencies, using the radio. At any time during
dispatched calls, when time is of the essence, PII/CJI information of involved parties may be
broadcast when known or relevant including criminal record information even before an officer
arrives on the scene and contacts an involved person. In FY 2021, Palo Alto had approximately
12,000 of such “in-progress” calls-for-service – 32/day.
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Once at the scene of the request, field officers will ask Dispatchers, via the radio, to provide
information relevant to the incident including personal information related to detainees,
suspects, victims, injured parties, witnesses or their property and vehicles and their drivers.
Dispatchers and officers will communicate back and forth during the duration of the call. Other
officers, while not directly in the conversation, can hear the exchange of information and
provide assistance as needed – something not achievable via telephone or SMS text. Because of
the rapidly unfolding, unpredictable and dangerous nature of police work, once an officer is
away from their vehicle and engaged with a subject(s), their ability to obtain critical
information, including PII/CJI, is most safely done via the radio. Other means of receiving this
information can put the officer and the public at risk.
The tactical positioning of officers is also arranged and broadcast over the police radio. Field
supervisors direct officers to certain locations as necessary for the emergency. Other tactical
information, such as type and manner of response, the creation of tactical response teams, and
direction on weapon deployment may also be coordinated over the police radio. There may be
times when it is in the publics best interest not to have this information broadcasted, such as
during active shooter calls or crimes involving a criminal with more sophistication.
What was the effect of encryption?
Before January 5, 2021, Palo Alto’s law enforcement communication channels were available
for the public to listen to, through personally-owned radios or radio frequency scanners. By
complying with the DOJ CJIS mandate of only authorized persons being able to listen to
personal information transmissions, the public and media were no longer able to hear Palo Alto
Police radio transmissions. The mandate resulted in the protection of community members’
PII/CJI, medical/injury information (HIPAA), and sensitive CFS information. Media outlets and
community members who wish to monitor police activity have been impacted by not having
police radio transmissions open for monitoring. However, earlier this year, the City has
launched a beta system sharing near-term details on calls for service online. Staff continue to
make adjustments to the system to support additional public information about calls for
service.
How can the media stay informed on real time incidents?
Local media stakeholders communicated they rely on the scanner radio traffic to monitor police
activity and respond to crime scenes to gather information for reporting on events. While the
interactive CFS map display is one way the police department has provided the media with
information about police activity, the department also provides additional sources of
information including press releases, social media (including Nixle), and the daily PAPD Police
log. AlertSCC is another method of receiving real-time information. The department respects
and takes seriously the public’s desire to be informed about daily police operations and strives
to provide information in manner that is timely and reaches the biggest audience.
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The Police Department has been examining its responsiveness to media inquiries for several
months now. That examination reveals that for the vast majority of media inquiries, reporters
receive a response the same day, often within 90 minutes. This is actually an improved
response time over the way media inquiries were handled with the Public Affairs Manager and
on-duty field personnel.
By way of recent example, in February 2022, the Police Department received 33 separate
inquiries from the media. 91% of those (30) received a response from a Public Information
Officer the same day; for the remaining three, the inquiries received a response the following
day. The longest response time to any inquiry in February was about 18 hours. 33% (11 of 33) of
the total inquires received a response within 30 minutes, and 64% (21 of 33) received a
response within 90 minutes. In 82% of the inquiries (27 of 33), the Public Information Officer
sent a response via e-mail to the reporter; in the remaining 18% of the inquiries (6 of 33), they
called the reporter on the phone.
Based on all the information provided within this report, staff does not recommend any
changes to the Palo Alto police radio encryption. Alternatives that could be considered further,
but that do not appear actionable at this time, include:
-

-

-

Adding dispatcher personnel dedicated to the handling of PII communications or
alternatively to broadcasting filtered reports of ongoing calls for service. At this time,
the City of Palo Alto is challenged to fill and maintain dispatch staffing at authorized
levels. Staff does not believe that the addition of positions to specifically address radio
encryption would be a viable option given operational and financial constraints.
City support of SB 1000. As this legislation was just recently introduced, staff
recommends deferral of a City position until the state’s Legislative Analyst publishes its
evaluation. At this time, it is not clear what additional tools may be provided by state
legislation to address the requirements established by DOJ for CLETS access.
Restoration of non-sworn personnel to handle media inquiries could be considered. As
described in this report, the Police Department has been able to establish a high level of
responsiveness to media requests. The addition of non-sworn personnel in other
functions such as responding to public requests for records would be recommended as a
higher budgetary priority.
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12/10/2020
POLICE DEPARTMENT
275 Forest Avenue
Palo Alto, CA 94301
650.329.2406

CLETS Administration Section
California Department of Justice
916‐210‐4240/CAS@doj.ca.gov

Palo Alto Police Department
275 Forest Ave.
Palo Alto, CA 94301
December 10, 2020

CLETS Administration Section,
Pursuant to CAL DOJ Information Bulletin 20‐09‐CJIS, dated October 12, 2020, the Palo Alto Police
Department is responding to your inquiry on the confidentiality of information from the California Law
Enforcement Telecommunications System (CLETS).
The Palo Alto Police Department Public Safety Answering Point (PSAP) provides law enforcement
communications for the Palo Alto Police Department and the Stanford Department of Public Safety. Our
department utilizes a P25 Phase II TDMA digital radio system administered by the Silicon Valley Regional
Interoperability Authority (SVRIA), a Joint Powers Authority. Our primary law enforcement channel is
currently NOT encrypted.

COPY

To comply with the directive of CLETS PPP section 1.6.4 and FBI CJIS Security Policy sections 5.10.1.2,
5.10.1.2.1, and 5.13.1, the Palo Alto PSAP will change our law enforcement communications channel to
one that is encrypted. This switch to an encrypted digital radio channel will occur on January 5, 2021, to
allow time to communicate with all departments affected by the change. We will, upon radio frequency
reprogramming, encrypt our primary law enforcement channel to have fully encrypted channels for all
of our operations.
Please contact Technical Services Division Captain April Wagner at april.wagner@cityofpaloalto.org if
you have any questions. Thank you for your consideration.

Respectfully,

Chief Robert Jonsen
Palo Alto Police Department

CITY OF PALO ALTO | 250 HAMILTON AVENUE, PALO ALTO, CA. 94301 | 650‐329‐2100
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