
Silicon Valley Regional Interoperability Authority 

DATE:  March 31, 2021 

TO: Bob Jonsen, City of Palo Alto Police Chief 

FROM:  Eric Nickel, SVRIA Executive Director  

SUBJECT: SVRIA and Encryption Background and Analysis 

EXECUTIVE SUMMARY 

Since 2001, the City of Palo Alto (Palo Alto) has been a member of a countywide organization dedicated 

to facilitating interoperable voice and data communications for public safety and public service 

providers within Santa Clara County known as Silicon Valley Regional Interoperability Authority (SVRIA). 

Palo Alto joined SVRIA shortly after the September 11, 2001 terrorist attacks highlighted the need for 

shared, regional and interoperable radio communications between public safety officials from local, 

state and federal agencies.  

SVRIA is comprised of the County of Santa Clara; the Cities of Campbell, Cupertino, Gilroy, Los Altos, 

Milpitas, Monte Sereno, Morgan Hill, Mountain View, Palo Alto, Santa Clara, San Jose, Saratoga, and 

Sunnyvale; the Town of Los Gatos; the South Santa Clara County Fire District; San Jose State University, 

Foothill/DeAnza College District, San Jose/Evergreen College District, West Valley/Mission College 

District; the Santa Clara Valley Water District, and the Valley Transportation Authority (VTA). 

SVRIA operates the Silicon Valley Regional Communications System (SVRCS). In calendar year 2021, the 

SVRCS broadcast 23.5 million transmissions from 11,365 mobile and portable radios and authorized 

connections to 7,830 mutual aid operators representing federal, state and local public safety agencies 

through regional interoperable talkgroups.  

In February 2010 and again in November 2016, Palo Alto agreed to and signed the Joint Powers 

Authority (JPA) agreement that established the SVRIA. Palo Alto contributed to the radio system design, 

selection of the primary vendor, and implementation of the radio network. Today, Palo Alto staff and a 

councilmember share in the overall policy establishment, decision-making and operations. The current 

SVRIA Executive Director served as the Palo Alto Fire Chief from November 2012 to January 2019.  

Encryption was always planned for and specifically requested in the radio system design and Request for 

Proposal (RFP) issued in November 2011. On October 12, 2020, the California Department of Justice 

(DOJ) issued a memo that prohibited sharing of personally identifiable information (PII) over unsecured 

radio networks. The DOJ identified two methods to comply with the mandate, encrypt radio 

communications or establish policies to not communicate PII over open and unsecured radio channels. 
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SVRIA BACKGROUND 

Legal Basis: The legal basis for SVRIA can be found in its JPA Agreement. As a result of the September 

11, 2001 terrorist attacks, Palo Alto entered a Joint Funding Agreement for the purposes of joint 

contracting and purchasing powers to design and implement an interoperable communications, radio 

and data network. As the possibilities of regional and interoperable communication grew along with 

tens of millions of dollars in state and federal grant funding, on February 16, 2010, SVRIA officially 

formed, and Palo Alto agreed to and signed the JPA agreement. When the Valley Transit Authority (VTA) 

joined in November 2016, the Board and staff revised the JPA, and Palo Alto signed the restated 

agreement. 

The goal of the JPA is to facilitate interoperable voice communications for the public safety and public 

service providers within Santa Clara County, allowing first responders, police, fire, emergency medical 

services, public works, utilities, and transportation officials to talk to one another on one platform 

during emergency incidents and non-emergency events. 

The purpose of the Authority is to enhance and improve communications, data sharing and other 

technological systems, tools and processes for protection of the public and public safety and to facilitate 

related local and regional cooperative efforts. 

Pursuant to Section 6509 of the Joint Exercise of Powers Act, the Authority has designated a general law 

city as the Member for determination of the restrictions upon the Authority in exercising the common 

powers under this Agreement and the City of Cupertino serves as the source of legal authority for SVRIA. 

Article 3.5 of the JPA notes that unless expressly provided by the JPA Agreement, the Authority does not 

intend to subject itself to the internal policies or ordinances of any Member. The JPA follows all relevant 

laws, rules and mandates.  

Board of Directors Representation: SVRIA is governed by an 11 member Board of Directors who 

represent the signatories of the JPA. The Board follows the Brown Act and meets bi-monthly to conduct 

business and establish policy. Its meeting schedule, agendas and approved minutes are available online 

at www.svria.org.  

Palo Alto shares a Board of Directors seat with Mountain View and Los Altos. The Board seat is jointly 
held for a maximum of a three-year term by an appointed councilmember representing one of the three 
cities. The Mayors of each city with the assistance of the City Managers, collaborate to determine the 
Director and Alternate rotation. The table below lists the representation and attendance at Board 
meetings dating to January 2013. 

Board Meeting Date Director Attendance 

12/4/2013 Los Altos (Vice Chair) Present 

4/24/2014 Los Altos (Vice Chair) Present 

6/26/2014 Los Altos Absent 

10/23/2014 Los Altos (Vice Chair) Present 

1/22/2015 Los Altos (Vice Chair) Present 

3/26/2015 Los Altos (Board Chair) Present 

4/13/2015 Los Altos (Board Chair) Present 

5/8/2015 Los Altos (Board Chair) Present 
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5/28/2015 Los Altos (Board Chair) Present 

9/27/2015 Los Altos (Board Chair) Present 

11/19/2015 Los Altos (Board Chair) Present 

12/9/2015 Los Altos (Board Chair) Present 

2/25/2016 Los Altos (Board Chair) Present 

3/24/2016 Los Altos Absent 

5/26/2016 Los Altos (Board Chair) Present 

9/22/2016 Vacant 

11/17/2016 Vacant 

1/26/2017 Vacant 

3/23/2017 Vacant 

5/25/2017 Vacant 

9/28/2017 Palo Alto Absent 

1/25/2018 Palo Alto Absent 

3/22/2018 Palo Alto Absent 

5/24/2018 Palo Alto Absent 

7/26/2018 Palo Alto Absent 

9/27/2018 Palo Alto Absent 

11/29/2018 Palo Alto Absent 

1/24/2019 Vacant 

3/28/2019 Los Altos Present 

5/23/2019 Los Altos Present 

9/26/2019 Los Altos Present 

1/23/2020 Los Altos Present 

3/26/2020 Los Altos Present 

6/3/2020 Los Altos Present 

9/24/2020 Los Altos Present 

10/22/2020 Los Altos Present 

11/19/2020 Los Altos Present 

1/28/2021 Los Altos Present 

3/25/2021 Los Altos (Palo Alto Alternate also 
present) 

Present 

5/27/2021 Los Altos (Palo Alto Alternate also 
present) 

Present 

7/22/2021 Los Altos (Palo Alto Alternate also 
present) 

Present 

9/23/2021 Los Altos (Palo Alto Alternate also 
present) 

Present 

11/18/2021 Los Altos (Palo Alto Alternate also 
present) 

Present 

1/27/2022 Palo Alto Present 

3/24/2022 Palo Alto Present 

It is important to note that the City of Mountain View was being represented through an appointment 
by the Santa Clara Cities Association which has a designated seat as required and established in the JPA. 
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When a councilmember who is appointed by the Cities Association is from a city that shares another 
Director seat, the shared Director seat must be filled by the other agencies. 

In addition to setting policy for the JPA, the Board of Directors approves contracts and receives system 
updates from the Executive Director and staff. Encryption updates are shared regularly at the Board of 
Directors Meetings. 

Radio System Procurement History: SVRIA undertook a lawful vendor solicitation, selection, and 

procurement process.  

The RFP was derived from a document prepared in 2009 by the consulting firm BearingPoint which was 

revised by Federal Engineering as part of a regional RFP preparation effort undertaken by the Bay Area 

Urban Area Security Initiative (BA UASI). The revised RFP was further refined in 2011 by Forrest Telecom 

Engineering, consulting to SVRIA.  

Radio encryption was specifically identified as a requirement from vendors in the RFP. 

A 12 member RFP team was established, representing seven cities, the County and SVRIA. The team 

included staff from law enforcement, dispatch and communications. The Palo Alto Police Department’s 

Technical Services Director was a key member of the RFP team.  

The RFP was issued on November 4, 2011.  Four vendors, Motorola, Harris, Cassidian and Tait, attended 

a pre-proposal conference on November 18, 2011. Subsequently, Tait withdrew from consideration and 

Cassidian later advised they would not submit a proposal. 

Final presentations by the two proposers – Motorola and Harris – were made on March 26, 2012. 

Following those presentations, the RFP team utilized a consensus approach to proposal evaluation 

rather than a structured points-based approach. Both proposals were considered equally qualified, 

products were deemed satisfactory and neither proposer took any disqualifying exceptions to the RFP. 

The vendor selection was based solely on economic factors.  Through a combination of discounts and 

incentives, Motorola’s proposal was approximately $500,000 less than Harris’ proposal. Both vendors 

were advised that Motorola was the selected vendor although contract award would be pending 

successful negotiations. The contract was awarded to Motorola in September 2012.  

ENCRYPTION DISCUSSION 

California DOJ mandate compliance: SVRIA does not set encryption policy for its member agencies. As 
noted in the legal basis section, the Authority will follow all relevant laws, rules and mandates, including 
DOJ encryption. Further, the Authority does not intend to subject itself to the internal policies or 
ordinances of any Member.  

SVRIA’s process for compliance is driven by maintaining regional interoperable radio communications. 
As stated in SVRIA’s mission, regional interoperable radio and data communications is the reason for the 
Authority’s existence. SVRIA exists to support the technical radio communication needs of its members. 
SVRIA’s focus is to ensure that its technology works 24/7/365, and the radios and operators can 
communicate with one another. 
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SVRIA supported its law enforcement members in analyzing and reviewing the October 12, 2020, DOJ 
encryption memo. A subcommittee of staff representing JPA members collaborated on a written 
response to the State DOJ. The communication with the DOJ required a written plan and deadline to 
comply. Two letter templates were drafted for law enforcement agencies. One letter was for agencies 
already in compliance with the DOJ mandate, and a second, more detailed letter, was for those agencies 
not in compliance as of December 31, 2020. The templates were provided to the police chiefs and 
County Sheriff.  

Currently, all Santa Clara County law enforcement agencies and SVRIA comply with the DOJ memo. All 
agencies except San Jose Evergreen College have achieved compliance through radio encryption. San 
Jose Evergreen College complies through policy but is expected to become encrypted by April 30, 2022. 

The Authority is not willing to take one member’s non-compliance liability. Legal analysis would need to 
determine if a hold harmless agreement could be an option. Specifically, as a condition of Palo Alto 
operating unencrypted on the SVRCS, they would take on the liability for the Authority. This is likely 
unacceptable to Palo Alto.  

It is important to note that all encrypted talkgroups are recorded and logged. The recordings include all 
communications on the talkgroups including officers in the field and dispatchers. The records are kept 
by the individual agencies based upon their retention policies and are subject to Public Records Act 
requests.  

Agency Encryption History: Encrypted talkgroups have been used by SVRIA law enforcement agencies 

since the system was deployed in 2015. In the last two and a half years, all law enforcement agencies in 

the SVRCS except for San Jose Evergreen College have transitioned their primary dispatch talkgroups to 

encryption. Six agencies representing the majority of the radios on the system, began encryption before 

the DOJ memo was released. Morgan Hill and Gilroy began operating on the SVRCS with encryption on 

their law primary talkgroup. The other agencies began with unencrypted law enforcement primary 

talkgroups, then transitioned to encrypted.  

Agency Date of Encryption on Law Primary Talkgroup 

Morgan Hill Police September 2019 

San Jose Police March 2020 

Gilroy Police May 2020 

Campbell Police May 2020 

Los Gatos Police June 2020 

County Sheriff’s Office August 2020 

California DOJ Encryption Memo October 12, 2020 

Sunnyvale Police November 2020 

Palo Alto Police January 2021 

Los Altos Police March 2021 

Mountain View Police March 2021 

Foothill/DeAnza College Police March 2021 

San Jose State University Police March 2021 

Santa Clara City Police April 2021 

Milpitas Police July 2021 

SVRIA Law Interoperability Talkgroups August 2021 
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West Valley/Mission College Police August 2021 

San Jose Evergreen College April 2022 

Staff time and costs to program radios: Radios must be programmed when talkgroups and radios are 
changed from unencrypted to encrypted. This is costly as each radio takes an average of 30 minutes to 
reprogram. Approximately half of the 11,365 radios operated by SVRIA agencies are assigned to law 
enforcement agencies, the staff time alone to reprogram radios is nearly 3000 hours, or approximately 
one and a half full-time equivalent staff position. Additionally, reprogramming the radio system core and 
other operating systems would be a minimum of 400 hours. Staff costs are incurred by each agency as 
well as SVRIA.  

There is a careful balance when agencies reprogram their radios as features of the system are inactive 
and inoperable. Thoughtful coordination between radio programming staff, dispatchers, field operations 
officials, adjoining agencies, and radio system operators (SVRIA and other regional systems in the Bay 
Area) must occur. 

Encryption Technology and Operational implications: It is important to note that when an encrypted 
radio and an unencrypted radio are operating on the same talkgroup, all communication is unencrypted, 
even when the talkgroup is programmed for encryption.  

SVRIA utilizes 256 bit Advanced Encryption Standard (AES). This is the industry standard and using this 
technology is required in order to receive state or federal radio and security grant funding. 

In multi-agency incidents, the radios from all the responding agencies are joined, the technical term is 
patched, into a shared, regional interoperability talkgroup. The patch allows responders from all 
agencies to seamlessly communicate with one another. If the shared talkgroup is programmed to be 
encrypted, and an unencrypted radio or talkgroup is patched, the group of patched radios are now 
unencrypted and can be heard by a digital scanner. This exposes the JPA to non-compliance if PII is 
transmitted on the shared, regional interoperability talkgroup.  

There are options to ensure all radios operating on the regional interoperable talkgroups are operating 
in compliance with the DOJ directive. 

First, in order to ensure that all radios entering the shared interoperable talkgroup patch are encrypted, 
the responding units would need to switch their radio to an encrypted talkgroup and then be patched. 
The dispatcher or field officer could do this as they are responding to the multi-agency incident. This 
option unfortunately adds extra steps to the public safety staff entering dynamic emergency situations. 
Public safety dispatchers coordinate this shared regional response and patch. 

SVRIA’s goal is to minimize public safety officials from having to change talkgroups on their radios during 
critical incidents. It is unreasonable to expect already short-staffed and over-worked dispatcher centers 
to take on extra work to switch field radios from unencrypted to encrypted talkgroups, and then 
coordinate a patch into the encrypted interoperable talkgroup in an emerging and out-of-control 
incident. 

A second option would be to exclude unencrypted radios from being patched into regional 
interoperable law enforcement talkgroups. As a matter of policy, SVRIA’s Board could limit access to the 
encrypted regional interoperable talkgroups. Only radios that are programmed for encryption and can 
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be directly patched, without the intermediate channel change step, into the encrypted regional 
interoperable talkgroups would be allowed. Encrypted regional talkgroups would be removed from the 
agency’s radios that are unencrypted. Unencrypted radios would not have any regional or interoperable 
law enforcement talkgroups, and the operators would have limited communication capabilities with 
other law enforcement officials outside their home agency. This eliminates almost all interoperability, 
impacts public and officer safety, and regresses to the pre-September 11, 2001 communication 
condition.  

The inability to communicate has been identified in adverse outcomes and line of duty death incidents. 
Multi-agency communication is the primary reason for regional, interoperable radio systems. I have 
personal experience of a firefighter line of duty death (Cedar Fire, San Diego County, October 29, 2003) 
that was partially attributed to the fire crews not knowing they needed to change talkgroups on their 
radios. The crew missed repeated radio warnings of the wildfire blowing up beneath them. The crew 
was burnt over and one of my colleagues was killed.  

Palo Alto could also lose most interoperable communication access to law enforcement mutual aid 
radios authorized to operate on the encrypted regional interoperability talkgroups. These mutual aid 
partners include California Highway Patrol (CHP), California Governor’s Office of Emergency Services 
(CalOES), Federal Bureau of Investigations (FBI), Bureau of Alcohol, Tobacco and Firearms (ATF), United 
States Marshal’s Service, Internal Revenue Service – Criminal Investigations, NASA/Ames Protective 
Services, and Bay Area Counties regional communications networks including San Mateo and the East 
Bay systems.  

No single agency in Santa Clara County is able to stand alone and handle all of their incidents without 
mutual aid. Every day across the county, public safety personnel move across local government 
boundaries to assist neighboring agencies. The lack of cohesion and communication between the 
unencrypted and encrypted agencies will lead to adverse outcomes, in particular for the agency that is 
unencrypted and lacks the full functionality of a regional interoperable radio system. 

Encryption and Stanford Department of Public Safety (DPS): The Santa Clara County Sheriff provides 
oversight and operational authority to Stanford DPS through direct supervision of the assigned Captain.  
The Sheriff’s Captain acts at the direction of the Sheriff in policy matters. Palo Alto provides dispatching 
and communications services to Stanford DPS through a service contract.  

If Palo Alto were to transition to an unencrypted primary and the Sheriff required encrypted 
communications, it sets up a demanding situation for dispatchers, field personnel, and contact 
compliance. 

Operational difficulties include separate dispatch talkgroups, one encrypted, one unencrypted, 
dispatchers having to move between encrypted and unencrypted talkgroups, officers being on the 
wrong talkgroup or unable to communicate with one another, and Stanford DPS having access to the 
encrypted regional interoperable talkgroups and Palo Alto Police not having access. 

Contract compliance and administrative challenges include providing enhanced services due to the 
additional workload of encrypted/unencrypted, documenting communication compliance, and 
modifying the service contract with Stanford University due to the added workload and costs.   
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