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D
iana was new to Palo 
Alto, entering middle 
school mid-year and 
nervous about the 
transition. Within 

a few months, she found good 
friends and began “going out” 
with a boy. 

But things did not look up for 
long. Inexplicably, hurtful mes-
sages began flowing into Diana’s 
Facebook “Honesty Box” (a now-
defunct application for sending 
private, anonymous notes). 

“I don’t get why anyone would 
like you,” “You’re really ugly,” 
“You have no personality,” and 
“You’re fat,” they said. About 30 
such messages arrived before Di-
ana shut her Honesty Box down.

There was no way to tell how 
many people were sending the 
comments, or who they were.

It did not end there. Another Fa-
cebook feature, “Bathroom Wall,” 
displayed anonymous public posts. 
Nasty messages appeared there 
next, for all of Diana’s classmates 
to see.

“I would check Bathroom Wall 
so often,” she said. She dreaded 
what she might find but felt com-
pelled to know what was being 
said about her.

“It was a very, very, very down 
time for me,” she said. “I had a 
lot of suicide thoughts. My self-
esteem was ruined.”

Diana (not her real name) ulti-
mately recovered her confidence, 
but it took years. Even now, she has 
a strong sense of vulnerability to 
possible online attack and guards 
herself in social situations with 
school friends to minimize risk. 

“I can’t be myself,” she said.
Diana graduated from Palo Alto 

High School in June. She told her 
story to the Weekly because she 
is concerned about bullying and 
other forms of mean behavior 
among teens, the worst of which 
often occur online. She thinks if 
youth and adults understood more 
about the problem and its impact, 
other kids might be spared what 
she went through.

The Weekly also interviewed 
about 50 other Palo Alto teens 
(high school and older) for this 
story, including roundtable dis-
cussions with the Palo Alto Youth 
Council and Teen Advisory 
Board, and numerous adults, in-
cluding school officials, educa-
tors, parents, psychologists and 
other youth experts. 

Social media is an integral and 
growing force in young lives, ev-

eryone agrees. Yet despite its great 
allure and benefits (including in-
formation, play, creative expression 
and connecting with people), social 
media also carries significant risks. 
Mean, defamatory, sexual or of-
fensive comments and images, in-
cluding cyberbullying of the type 
experienced by Diana, are part of 
the fabric of social media.

In cyberspace, it is easy for youth 
to blur and cross lines between 
private and public, playful ban-
ter and painful teasing, truth and 
lies, humor and hurt, respect and 
disrespect. The effects on teens 
are difficult to gauge. Even when 
people are hurt, the social norm is 
to act like there hasn’t been an 
impact, except in egregious 
cases. Even the worst up-
sets tend to pass quickly 
from public consciousness 
as teens’ attentions move 
to the next online post. If 
it didn’t involve the stu-
dent directly, or a friend, 
it’s often just a tiny part of 
a vast, fast-moving, fluid 
world and not absorbed in 
any deeply conscious way, 
teens and educators say.

Teens operate in cyberspace by 
their own rules and customs in 
what some label the “wild, wild 
West,” or liken to “Lord of the 
Flies.” At times teens bemoan the 
negative aspects of social media, 
whether as targets or witnesses, 
but in general they accept its foi-
bles with “This is the way it is,” 
and “There’s nothing to be done 
about it.” Most of what they see 
they consider within the range of 

normal (even if it’s mean towards 
someone) and not a big problem. 
At the same time, they seem quite 
aware that adults would feel dif-
ferently. 

“Most adults would be shocked 
at what they would see if they spent 
24 hours on their kids’ Facebook 
pages (including the private 
messages),” one recent 
Gunn High School grad 
told the Weekly. 

The opportuni-
ties for unkind 
com munica-
tion are in-
creased online, 
and the effects 
amplified, most 
agree, due to 
the large audi-
ences, easy dis-
semination, 24/7 
availability, per-
manence of posts, 
anonymity, imper-
sonal nature of tech-
nology and ability 
to instantly register 
opinions by pressing 
the “Like” button or 
displaying site-visit 
numbers. 

Learning to 
navigate this 
frontier safely 
and responsibly 
is an unprece-
dented stretch 
for youth.  

Hidden 

from adults, 

meanness 

between 

youth is rife in 

cyberspace, but 

teens downplay 

its effects

by Terri Lobdell

how social media amplifies 
the power to hurt 

TEENS ONLINE: 
WHAT’S INSIDE
Reporting for “Teens Online” 

began last fall as part of the 
Weekly’s in-depth look at bullying 
in Palo Alto schools and the com-
munity. As part of the investiga-
tion, reporter Terri Lobdell sought 
information to uncover why some 
kids behave cruelly toward others, 
the impacts of that cruelty, how 
school officials and other adults 
handle bullying incidents, and the 
myriad programs and activities fo-
cused on bullying prevention and 
social kindness.

For this in-depth look at the role 
social media plays in amplifying 
mean-spirited behavior among 
youth, the Weekly sought to hear 
from those most knowledgeable 
and most closely affected: the 
teens. In interviews with about 
50 youth, the Weekly heard about 
some benefits of social media but 
also about its darker side, includ-
ing offensive language, mean ru-
mors and offensive images that are 
spread to large audiences.

This cover story also explores 
why it is so difficult for adults to 
keep up with what’s happening on 
social media and to provide ef-
fective guidance. Numerous adult 
experts have contributed their per-
spectives to these articles as well.

The Weekly would like to thank 
the teens interviewed for their 
openness, generosity of time and 
thoughtfulness in reflecting on 
these issues, some of which in-
volved sensitive or painful situa-
tions. The vast majority of teens 
asked for anonymity and elimina-
tion of identifying details. Except 
in a few cases, in which teens had 
already published on this topic un-
der their name, the youth providing 
information for this series are not 
named. Some adults interviewed 
also are not named due to the sen-
sitivity of the topics discussed.

This cover story package also 
includes several articles exclu-
sively online at PaloAltoOnline.
com. “Teens Online” is the sec-
ond installment in a series of 
Palo Alto Weekly cover stories 
publishing this year on the topic 
of bullying. The first cover story, 
“Out of the shadows,” published 
June 14, 2013, covered the inside 
story of how a federal investiga-
tion is changing the way Palo Alto 
schools respond to bullying. It can 
be found on PaloAltoOnline.com.
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Advice for parents ......................p.19
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into cyberspace ........................ p. 24

On PaloAltoOnline.com: 

incident: PA Gossip Girl

(longer version)

Even as many teens venture into social media gladly, 
they do so without roadmap or guidance distilled from 
experiences of fully fledged adults who know what it 
was like to do this at their age. Teens are pioneers in 
this transformed world.

“Make no mistake. This is a huge change that’s 
occurring at warp speed,” nonprofit Common Sense 
Media founder and Stanford University lecturer James 
Steyer wrote in “Talking Back to Facebook: Raising 
Kids in the Digital Age.” 

Even 20-somethings shake their heads in surprise 
at social media habits they don’t recognize in today’s 
teens. Adults struggle to catch up and 
develop ways to guide youth in navi-
gating this territory. Figuring out how 
to maximize social media’s positives, 
minimize its risks, and harness it for 
good purpose is the greater task at 
hand, according to Steyer and other 
experts.

What happened to Diana was cy-
berbullying, most adults and teens 

would agree — repeated attacks 
on a single target by one or 

more aggressors, using 
the power of anonym-

ity to deliver harsh 
blows. But online 

social hazards are not limited 
to the traditional notions of 
cyberbullying. Researchers 
have adopted other terms, like 
“social cruelty,” “social com-
bat” or “drama,” to describe a 
broader range of mean-spirited 

behavior that adversely affects 
teens’ sense of security, self-es-

teem and relationships.
What local youth describe is 

frequent exposure — whether they 
directly engage in it or not — to com-

munication that by adult standards would 
be out of bounds. At times it is fueled by 

alcohol or drugs. Routine conflicts between 
friends can turn intensely and publicly hostile 

with social-media tools ready-made for escala-
tion. Spreading hurtful gossip, including sexually 

explicit rumors, is commonplace online, teens say. 
Many details are too explicit or potentially identify-

ing to be published in the Weekly.
Teens use a wide array of online methods to in-

flict hurt, ranging from creating blatantly bul-
lying “I Hate” Facebook ac-

counts to more subtle 
“subtweets” and 

other indirect 
ways of 

aiming negative messages at a specific, unnamed (but 
you know who you are) someone. Anonymous online 
forums like Tumblr, Formspring and Ask.fm can be 
particularly brutal, Diana and other teens said. 

Local teens reported the following incidents of hurt-
ful online material:

barrassing video of her, taken in middle school without 
permission, spread around Facebook. She asked the 
poster, a friend, to take it down but was refused. In a 
column in Gunn’s student newspaper, The Oracle, Lee  
criticized students who “post embarrassing or harmful 

words online without really thinking.” 
She described how “people caught up in 
anger against each other often have de-
grading verbal fights on Facebook that 
are completely open for outside parties 
to see. ... (By) the next day, everyone 
at school knows who dumped whom, 
who pranked whom, etc.” Lee told the 
Weekly she has seen Facebook fights 
“tons of times.” 

a Facebook comment by a male friend 
falsely claiming in crude terms that he 
had had sex with her. She felt betrayed 
as well as concerned about her reputa-
tion. She sent a Facebook message re-

questing the post be removed; to her relief, the poster 
complied. She still feels hurt by what he did.

resulted in a Facebook conflict involving “horrible, 
awful things on the wall” of a Paly student, accord-
ing to students who saw the posts. Several teens indi-
cated that this unusually upsetting case was reported 
to school officials; more typically these online battles 
go undetected by adults, and the posts eventually are 
deleted.

“statuses” or “subtweets” to target specific unnamed 
peers with indirect language that will not get them into 
trouble if discovered by adults but which have a mean 
or angry subtext the target will recognize. Examples 
given: “A true friend doesn’t talk behind your back” 
or “Still remembering what happened today with that 
guy in Spanish” or “I don’t think people realize what 
their words can do to people.” The targets will feel the 
pinch but will be helpless to defend themselves as the 
message ripples out to “easily hundreds of people,” 
some of whom press “Like,” adding to the number 
“piling on.” Others may criticize what has been posted 
to help shore up the target and/or escalate the drama.

unflattering photo of her, taken during class without 
her knowledge, on Facebook. Despite her hurt feel-
ings and a school-rule violation, she never considered 
telling a school official. “It wouldn’t do any good,” 
she said. “Besides, I would be harassed for bringing 
it up.” She was relieved, however, to see how quickly 
her classmates’ focus on the photo faded.

bawling” in class because of being cyberbullied, stun-
ning others present. The senior was reassured to see 
the distraught student getting caring help from the 
teacher and classmates, but the intensity of the upset 
remained a strong memory. 

Advice for 
parents in the 

digital age
Know the landscape, 

don’t hesitate to talk about the 
issues with your kids, experts say

by Terri Lobdell

P arents often feel overwhelmed and unpre-
pared for their kids’ entry into the world of 
social media and online life, but experts say 

that parents can and should play an active role. 
Below is a summary of key advice that emerged 

from Weekly interviews with teens, educators and 
other youth experts, as well as  a review of published 
material on the topic. The article concludes with 
recommended resources. 

Know the territory

Learn about your child’s online habits: which 
websites he or she visits, what smartphone apps he 
or she uses, what harm or benefits might come from 
using each site or app, and how much your kid likes 
and uses a site or app. Don’t wait for your child to 
fill you in or until there’s a problem. Some basics:

on social media from informative websites like Con-
nect Safely, My Digital 
Tat2 and Online On-
guard. Connect Safely 
has handy “parent 
guides” for Facebook, 
Instagram and Snap-
chat (the latter two are 
phone apps).

media sites yourself, 
including Facebook, 
Tumblr, Ask.fm, Form-
spring, Instagram, 
Twitter and Snapchat 
(you will need to set up accounts, or download 
smartphone apps, but that is not difficult and doesn’t 
commit you to use them). Get a feel for their content 
and how they operate.

materials related to digital safety and cyberbullying 
on its website (and on individual school websites as 
well). Get familiar with what your child is learning 
on this topic in school, starting in second grade. You 
can learn along with them.

and needs, how age relates to bullying, and how to 
handle any incidents. Bullying can look different 
at different ages, involving different motivations, 

(continued on page 19)

(continued on page 20)
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Be curious, 
not furious.

—My Digital Tat2, a 
Palo Alto company 

that promotes 
cybercitizenship

The social 
norm is to act 
unaffected or 

laugh it off. 
If you don’t, 

you’re not cool.
—Palo Alto teens
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Weekly about the January posting of 
an anonymous Tumblr blog called 
“PA Gossip Girl,” which named in-
dividual students in connection with 
sexually explicit rumors, including 
rape. Several students were very 
hurt and many more angered. “It 
really upset our whole grade,” one 
sophomore said. Others were enter-
tained (“the highlight of my day” 
read one Twitter post). The blog and 
comments in response were circulat-
ed widely on Facebook and Twitter 
within an hour, according to an edi-
torial in the Paly student magazine, 
Verde, that urged students to “build 
a community that stands against this 
kind of online shaming.”

“rape culture” in Palo Alto, high-
lighting events involving Paly stu-
dents allegedly raped off-campus 
and then called names like “atten-
tion whore” and “slut” at school and 
online through “a barrage of Face-
book messages and Tumblr posts.”

that he suffered numerous anti-gay 
attacks in middle school, in person 
and online, which persist. Recently 
he discovered several sexually ex-
plicit, defamatory and painful-to-
read postings on Ask.fm directed 
at him. He was shaken but resigned 
when he spoke to the Weekly. 
“Meanness goes unpunished online 
and in person, that’s just how it is,” 
the student said. 

a Twitter account called “Heard on 
the Quad” in 2012, during his senior 
year. For about a month, he posted 
“rumors” about students using ini-
tials. “It was pretty vague, but you 
could tell who stuff was about,” 
he wrote in an “open letter” to PA 
Gossip Girl. “It was mean. ... I re-
gret Heard on the Quad for the most 
part. ... I realized I actually did hurt 
some people, even if it wasn’t my 
goal.” He started it mostly as a joke, 
he told the Weekly, and then was 
fueled by the attention he got for it 
online. There’s a fine line between 
humor and hurt that is often crossed 

(See 
the sidebar on PaloAltoOnline.
com, “Anatomy of a Palo Alto High 
School cyberbullying incident.”)

Many more examples of online 
communications with offensive, 
harassing aspects also can be found 
scanning through Palo Alto student 
accounts on Ask.fm, Formspring, 
Tumblr, Twitter and Facebook — 
including group pages such as “Paly 
Confessions” and “Gunn High 
School Confessions.” (See also the 
sidebar, “The social ‘benefits’ of 
cyberbullying?”)

P alo Alto school administra-
tors recognize the expanding 
influence of social media. 

Although there are few cyberbully-
ing reports per year, staff have seen 
enough to understand the complex-
ity and potential for damage. Then-

Michelle Xie, center, 15, talks about possible expansion of the Palo Alto Youth Council to include representatives from a diverse range of student groups.

Teens online
(continued from page 19)

(continued on page 22)
Nikhil Kumar, left, discusses the work of the Palo Alto Youth Council during a meeting in August. Members of 
the group were interviewed on social media this past year for this article.

Veronica W
eber

Veronica W
eber
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impacts and interventions. For example, 
in the case of late elementary and middle 
school students, according to psychologist 
Carl Pickhardt, the first step for adults is 
to recognize how “social cruelty is rooted 
in the dislocation, insecurity and need for 
more social independence that occurs as 
part of adolescent change.”

school. 

Be a good role model

Remember how much your actions mat
ter; kids are watching. Teens often mention 
how adults themselves can be mean, bul
lying, gossipy, socially exclusive, belittling 
others’ flaws and reluctant to stand up to 
others’ mean behavior. Multiple teens ex
pressed frustration about being told by 
adults to “stand up,” in part because it is 
so risky, and in part because they don’t see 
adults doing that. Teachers especially were 
frequently brought up during interviews; 
teens have vivid memories of more than a 
few who were mean or demeaning, or who 
looked away while students mocked or 
picked on another student. 

thy, inclusiveness and standing up for those 
being picked on. How adults approach con
flict is also something kids take in.

Discuss important  
online issues

There is no substitute for frequent, caring, 

talk between parent and child about issues 
related to responsible online use. James 
Steyer’s book “Talking Back to Facebook: 

tailed information, organized by a child’s 
age, about what parents need to know, do 
and discuss with their kids related to tech
nology. Discussion topics most frequently 
mentioned by those interviewed by the 
Weekly include:

important, and how actions, on and offline, 
reflect them. Parents also need to demon
strate that they value a child’s character as 
much as their achievements. 

posting. Helping kids visualize the actual 
people on the other side of the screen who 
could be hurt by a hasty message or photo 
sent in anger.

and constructive ways to do that (for ex
ample, how to move an online conversation 
to a private meeting or phone call). 

sexual activities are private and inappropri

it’s hard to have intimacy without privacy, 
but a lot of teens are not taught that. Teens 
often think sex is something to brag about 
or a weapon for revenge. Social media 
heightens the effects of this misguided 
thinking. They need to hear differently 
from their parents.

around the use of social media and cyber
space (see sidebar,  Cyberbullying Legal 
Issues) and the importance of following 
them.

risks they see.

(even if you were a bystander): what hap
pened, how you felt, how you got through it, 
and what you might have done differently.

Embrace the positives  
of social media

This is the title of a chapter in Steyer’s 

Steyer describes the online educational op

expression, possibilities for positive social 
connectedness, and benefits for civil en
gagement and democracy. The company My 
Digital Tat2 also focuses on social media’s 
upside in its mission statement about “creat
ing an online community of kindness and 
respect.” It’s important to kids that parents 
see the good in social media, in addition to 
risks. Treating social media as the enemy, 
as some adults do, is not fair to kids, and 
it’s alienating. “Be curious, not furious,” 
Digital Tat2’s website advises.

Take control

Most experts counsel parents that they 
have both the right and responsibility to as
sert control over their kid’s use of social me
dia, especially at younger ages. Parents pay 
for the technology; they are the adults; and 

kids grow older and demonstrate their abil
ity to act both independently and responsi
bly online, controls can be relaxed. 

Former Paly Principal Phil Winston 
weighed in on this: “It is the parent’s re
sponsibility to have those conversations to 
educate their kids, to put those firm bound
aries on, and if that means turning off the 
data or the wireless at night, those are the 
things that (parents) should be doing.”

Possible family “media rules” abound in 
Steyer’s and others’ books and websites, 
listed below. The important thing is to think 
them through and then make some. Here 
are key areas to consider:

and whether it should be a “smart” phone:  
Steyer’s advice is to “delay, delay, delay” 
— ideally until high school.  If cell phones 
are needed before then, he and others rec
ommend a basic cell phone (without mobile 
computer, camera, gaming and download
ing device). Save the smartphones for older 
teens. 

per day for cell and computer use (“screen 
time”).

meals, before bedtime, etc. Some advise 
taking possession of cell phones at bedtime 
(much texting occurs after lights out).

perts vary on this, and a lot depends on 
the kid. Steyer advises no Facebook until 
at least age 15. He also says no exploring 
“YouTube” without a parent for kids under 
13. 

perts agree that computers be kept in 
common rooms for easy monitoring (no 
bedroom computers). When kids are old
er, there is debate about whether parents 
should require a child to share passwords 
with parents, so that parents can access the 
same online territory as their kids. Being 
“friends” on Facebook is not the same as 
having a password because kids can block 
what different Facebook “friends” see. 
However, teens also can work around pass

their parents don’t know about.
Instead of requiring passwords (and the 

potential for the “cat and mouse” dynamic), 
many educators and youth experts focus on 

trusting to that firm foundation to carry the 
day. 

out strict” philosophy, detailed in her book, 
“Sticks and Stones: Defeating the Culture 
of Bullying and Rediscovering the Power of 

getting passwords at first, not because you 
don’t trust your kids, or because you want to 
look at everything they do, but because you 
want to help them learn the rules of this new 
virtual world they’re entering and to think 
critically about what they do or encounter 
there. When they’re older, Bazelon suggests 
parents may want to move to a “trust but 
verify” or “probable cause” model where 
you assume everything is okay but check if 
you have reason to think otherwise. 

expectations are for your child’s online be
havior. Don’t assume they will figure this 
out on their own.

quences of their actions; mistakes are im
portant learning opportunities, even if they 

marks on school records. If there are rules, 
parents should enforce them or support oth
ers in enforcing them. “Some parents think 
they’re loving their kids by protecting their 
kids from the consequences (but that’s) a 
huge disservice to their child,” former Palo 

type of kid who thinks they can do what 
they want without consequences because 
they’re rich (or) because they have parents 
who are willing to step in for them regard
less of whether they’re right or wrong.”

If your child tells you  
about a cyber-incident

First, realize you are lucky in at least one 
respect: Most kids don’t report online prob
lems to adults. Next, avoid being reactive; 
prepare to listen. My Digital Tat2 founder 

“Listen first. Listen really carefully and 
ask questions and encourage them to really 
open up and talk, with openness and with

If a child sees fear, anxiety or anger in a 
parent’s face, the child will get scared and 

so quickly that they end up terrifying the 
kid, she said. But as the parent listens, the 
parent can evaluate: Is my child at risk of 
immediate physical or emotional harm? Do 
I have time to work with my child on this? 

that kids often tell her how important it was 
when they were believed. Tell your child: 
“That must be a very painful situation. ... I 
hear you. ... I’m behind you. ... We’re going 
to work this out.” Don’t ask: What did you 

they tell you as no big deal. If they are tell
ing you, it is a big deal.

ful site as a simple solution to the situation. 
“They’re still worrying that the stuff is 
going on even if they’re not watching it,” 
Pelavin said.

fully listened. Don’t threaten to call other 
parents (the kiss of death socially for a kid, 

perpetrator (also the kiss of death). When 

creating a plan for addressing the problem, 
encourage your kid to be involved or even 
take the lead (respecting their need for 
some control and to account for their feel
ings about what’s best for them given the 
social nuances involved). 

Stay involved

ents that middle school students’ exposure 
to online material is expanding exponen
tially. “Knowing this, it has never been 
more important to stay involved with your 
students’ interests and social connections.” 

books, websites and expert advice on this 

find ways to stay involved and connect
ed. Realize the importance of this. “The 

the best bulwark against giving and taking 
pain as a result of social cruelty that I have 
seen. The best prevention is parental con
nection,” Pickhardt wrote. 

Have faith in the kids

Steyer writes: “In the end, it is critical 
that we embrace the potential of the digital 
media revolution. The key challenge is to 
respect and encourage the innovation, cre
ativity, and expertise of young people, while 
providing adult guidance and participation. 
If we succeed, the possibilities of digital 
technology will outweigh the perils, and, 
as my younger brother Tom always says ... 
‘The kids are going to be all right. They can 
handle this.’” 

Parent resources
Books
“Talking Back to Facebook: Raising Kids 

Carl Pickhardt

“Sticks and Stones: Defeating the Culture 
of Bullying and Rediscovering the Power 

“The Big Disconnect: Protecting 
Childhood and Family Relationships in 

month)

“The Bully, the Bullied, and the 

School — How Parents and Teachers Can 

by Barbara Coloroso

Websites
Commonsensemedia.org

Connectedsafely.org

Cyberbullying.us

MyDigitalTat2.com

Pausd.org  
(under Library Guides)

 
(under “Resources”)

For parents
(continued from page 19)
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Terman Principal Katherine Baker 
told the Weekly last fall that cyber-
bullying incidents brought to the 
school’s attention “can take a long, 
long time to investigate” due to the 
number of kids involved.

Baker said cyberbullying usually 
starts with one person saying some-
thing nasty about someone else. 

“Then it gets spread around. 
Girls are starting to cry and come 
in, or they’re saying something 
nasty about someone else. A lot of 
times it’s not true. Sometimes they 
get into fights on the Internet, like 
on email, and call each other bad 
names. Sometimes there’s threat-
ening. Sometimes it’s girls going 
to other girls’ defenses. ... And at 
this age, it’s really serious to a child 
when they feel like they don’t have 
any friends left,” she said.

Gunn High School Principal 
Katya Villalobos and Assistant 
Principal Trinity Klein, interviewed 
together by the Weekly, referred to 
the “awful things” they have seen on 
Facebook as a result of kids within 
social groups “jockey(ing) for social 
power.” Without Facebook, they in-
dicated, life would be different and 
in some ways better. 

“I think social media has really 
changed the way students relate to 
one another,” Klein said.

Villalobos pegged “social media” 
as the “biggest tool that our kids 
have in terms of bullying.” A close 
second was the fact that teens don’t 
always think before they “spout just 
what they feel.”

Former Palo Alto Police School 
Resource Officer Dan Pojanamat 
said he sees social media issues as 
“huge.” He told the Weekly last fall 
that he was getting a call about bul-
lying about once a week during the 

school year, and about half involved 
cyberbullying. 

“I guarantee that there’s much 
more cyberbullying than there is 
bullying and that 99 percent of it is 
unreported,” he said.

Many of the incidents reported to 
Pojanamat involve girls threatening or 
engaging in physical fights that start 
with conflict that escalates online. 

“It’s just so prevalent. ... They just 
don’t think about what they are do-
ing, what they’re saying. ... People 
just advance their thoughts without 
filter,” he said.

Former Paly Principal Phil Win-
ston referenced online pages shown 
to him: “The language is foul, and 
vicious. ... Not one of these young 
folks would say anything like that 
in person. There’s such power in not 
being able to see the person you are 
hurting.”

“Don’t get me wrong, we hear 
plenty of cussing and foul language 
around campus, but it’s not the in-
tensity or the vulgarity that’s used 
in social media,” Winston said. 
The language used, and its spread 
through rumors, is like “water tor-
ture, drip, drip, drip, eating away at 
young people’s self-esteem.”

Experts studying social media see 
reason for concern. 

“We’re witnessing the rise of new 
forms of damaging, destructive in-
terpersonal behavior, like cyberbul-
lying, that are facilitated by digital 
platforms,” Steyer wrote. “It’s a lot 
easier to say or do something truly 
hurtful to someone else, without 
considering the consequences, when 
it requires only a few keystrokes on 
a computer or cell phone.”

A dults can try to educate kids 
with information about how 
to make healthy choices and 

the importance of being respect-
ful online, including setting limits 
around Internet use, but adults often 

have such limited knowledge about 
the territory, their wisdom only 
goes so far. 

“Many of the parents and teach-
ers I encountered while researching 
this book told me how helpless they 
feel dealing with Facebook and the 
onslaught of 24/7 digital reality it 
represents. They feel isolated in 
their concerns ... and overwhelmed 
and powerless to do anything about 
it,” Steyer wrote.

“Parents have this thing: ‘Oh, it’s 
on Facebook. I don’t understand Fa-
cebook. I can’t engage because I don’t 
know what to do,’” Facebook engi-
neering director Arturo Bejar told 
the Weekly. Bejar is in charge of the 
company’s research and development 
of online tools to help users resolve 
conflicts. He believes parents do pos-
sess the wisdom necessary to guide 
their children in cyberspace, based on 
their own life experience about how 
to treat people, handle conflict and 
approach risks. (See sidebar: “Advice 
for parents in the digital age.”)

Many Palo Alto school adminis-
trators and teachers share parents’ 
fears, concerns and sense of being 
overwhelmed about social media’s 
challenges. They realize that hurtful 
exchanges occur between students 
online. They see how weekend on-
line activity can bleed onto campus 
and affect school relationships, 
classroom learning and climate. Yet 
they can’t regulate its off-campus 
use, and their ability to deal with its 
impacts is constrained by law, re-
sources and the paucity of reports 
they receive from students. 

“I wish there was a way for us to 
control the social media but there 
isn’t, so sometimes there’s stuff go-
ing on, and I’m sure there is, that 
we never ever find out about or hear 
about,” Winston told the Weekly.

“I fear there’s a whole world out 
there that I don’t see,” one Gunn 
teacher told the Weekly. 

The social ‘benefits’ 
of cyberbullying?

Common reasons teens give  
for acting mean online

R ecent studies, including one by University of California at 
Davis professor Robert Faris along with CNN, find that 
“social combat” among teens (including cyber-aggression) 

occurs in the school mainstream largely among friend groups as 
a means to achieve higher social status, feel better about them-
selves, and enforce norms of conformity. 

Psychologist Carl Pickhardt wrote in “Why Good Kids Act 
Cruel”: “As adolescents jockey for social position and ascendency, 
good kids are in danger of treating each other badly to feel better 
or keep from getting hurt. Unchecked, even good children can 
start believing that this mistreatment is okay.”

Experts confirm that a sort of vicious cycle occurs online — 
arising from the isolated “asocial” screen — that can lead to es-
calating aggressive tactics used and then mirrored by each side. In 
this way, the traditional roles of “aggressor” and “aggressed” are 
fluidly interchanged. Researchers also find that mean behavior is 
not limited to one arena or the other; social cruelty typically blurs 
and bleeds from in-person to online and back again. Also, as many 
have observed — from experts to teachers to teens interviewed for 
this story — the older the teen, the more technologically sophisti-
cated and clever in hiding identity or intention. Especially in this 
community, teens are wary of black marks on their school records, 
and they have developed underhanded ways to avoid detection or 
blame for mean acts. 

Palo Alto teens report varied reasons for engaging in bullying 
or other mean online behavior, most of which they confirm occurs 
within friend groups. Reasons given include: revenge (“he deserved 
what he got”), bad moods (“a bad day can make you mean”), trying 
to be entertaining or get a laugh, wanting attention, thinking that 
being mean is a “way of showing love,” being angry at someone 
and wanting to “call them out,” fear of confronting someone in-
person about a conflict, disputes with ex-boyfriends or girlfriends, 
“it’s easier to be mean than to be nice to somebody,” thinking it’s 
OK to make racist or sexist jokes among friends, trolling for “likes” 
to increase popularity, the thrill of taking risks, wanting others to 
understand the problems you have with a friend and take your side, 
jealousy, boredom, “bullying is just a force of nature,” wanting to 
“stir the nest,” preying on a student with a “glaring difference” in 
order to get a laugh or feel superior, and “not sure why.” 

Some teens believe these are mostly excuses for behavior kids 
know is wrong. 

“Kids know what is good and bad, and they know when they’re 
crossing a line. If they do cross the line, they know they’re doing 
it on purpose,” one Palo Alto teen said.

Students described how hard girls can be on other girls, espe-
cially online, attaching the label “slut” (known as “slut shaming”) 
if clothes are too revealing or if sexual activity is disapproved. 

“The girl is a slut, the guy is a stud,” one Paly senior observed.
The words “slut” or “whore” are used often online, and don’t 

offend many. 
“It’s just so commonplace,” one Paly student said. 
“You have to strike that perfect balance in terms of your sexual-

ity, or risk criticism,” one Paly senior said. “There’s a rigid image 
of what a girl our age is supposed to be. It’s a lot of pressure.” 

Youth today typically enter this online territory at increasingly 
young ages. By 12 or 13, most kids have a Facebook account, ac-
cording to Common Sense Media founder and Stanford University 
lecturer James Steyer, with or without parent permission. 

Palo Alto’s youngest teens are no exception; some learn fast how 
easy it is to sling nasty words around online. One Formspring ex-
change among middle school students provided to the Weekly fea-
tured numerous expletives along with “slut,” “bitch” and “retard.” 
A school dance was discussed using gross sexual images and pro-
vocative questions. Another Facebook chat referred to “fat midget” 
and “faggot” as well as sexually explicit words and images, with 
one line: “Go away b4 u get gang raped.” Several phrases like “lol” 
and “hahaha” indicated posters may have been kidding around. 

Ask.fm can be rougher for teens of all ages. A Weekly search 
revealed numerous accounts mentioning Palo Alto schools and 
students by name. Questions posed (anonymously) can range from 
the innocent, “What’s your favorite ice cream?” to serious, “How 
many times have you attempted suicide?” to sexual or mean, 
“How many guys have u hooked up with this summer?” or “Hot-
test girls at (school)” (answers to this sort of question, often using 
names, can be sexist, hurtful or obscene) or “I think (named girl) 
is soo ugly, fat and gross. Like why do u even say hi to her?” The 
person answering sometimes will let the questioner know they 
have gone too far (“Wow. That’s so mean. Just stop,” or “’Faggot’ 
is a very offensive word. ... Take a chill pill.”) 

— Terri Lobdell

Erica Pelavin, left, and Gloria Moskowitz-Sweet are co-founders of My Digital Tat2, a Palo Alto company 
dedicated to helping teachers, parents and students create a “community of kindness” both online and offline.

Teens online
(continued from page 20)
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School rules and laws 
related to online abuse

From school suspension to years  
in prison, authorities can crack down  

on offensive cyber-activity 

Y outh and their parents should know and discuss the basic legal 
rules of the road related to online use and abuse. Here are some 
key areas to consider, identified through Weekly interviews and 

the sources listed below.

School cell-phone rules
Palo Alto middle schools prohibit the use of cell phones and cell 

cameras during the school day. The phones must be turned off (not on 
vibrate or silent) and out of sight. They also may not be used at school 
dances. Inappropriate use may result in school discipline and/or police 
involvement, per school handbooks. To possess a cell phone on campus 
at Terman, a student and parent must sign a contract form, kept on file 
in the main office.

At Gunn High School, use of a cell phone or cell camera is not per-
mitted in the classroom without express consent from staff. Staff is 
authorized to confiscate the electronic device if a violation occurs and 
turn it in to the main office for collection at the end of the school day. 
Escalating disciplinary consequences and parent contact will result with 
repeated violations.

Palo Alto High School’s policies employ a more general standard. 
If an electronic communication device is judged to be “disruptive” or 
“interfering with learning,” it may be confiscated at the discretion of the 
teacher or other staff member.

Some parents and teachers interviewed by the Weekly argue there 
should be a “no cell use” policy at high schools as well as middle 
schools, to reduce the potential for disruption to learning and to promote 
the social and emotional benefits of a media-free zone.

School jurisdiction to discipline cyberbullying
A school’s authority to suspend or recommend expulsion of a student  

derives from the California Education Code. For some types of mis-
conduct, administrators are required to suspend (e.g., a physical fight 
on campus). In other situations administrators have discretion over the 
penalty. These instances can involve gray areas, leaving the administra-
tor’s decision to  suspend or recommend expulsion potentially open to 
legal challenge from the disciplined student.

If a cyber-incident occurs on school computers or otherwise at school, 
during lunch periods or while traveling to and from school or a school-
sponsored activity, then California Education Code section 48900(r) 
authorizes school officials to take disciplinary action if a student’s bul-
lying reaches a legal standard that is defined as “severe or pervasive 
physical or verbal act or conduct” (including by electronic means) that 
threatens or harms another student or interferes with school activities. 
“Electronic means” covers content on Facebook pages, email, instant 
messaging, text messaging, mobile phones, blogs, YouTube, Twitter, 
chat rooms, social networking, etc. To suspend, the administrator must 
find facts that support the “severe or pervasive” standard and also the 
requisite level of harm.

Recently enacted AB 1732 also allows schools to take disciplin-
ary action against students who create online profiles impersonating 
others or setting up “burn pages” containing material intended to 
harm others.

More difficult jurisdictional issues arise if a cyberbullying incident 
occurs off-campus during non-school hours, unconnected to school 
activity. The law states that schools have disciplinary authority over 
students in such cases if the incident causes “a substantial disrup-
tion” on campus (or is reasonably foreseen to cause a substantial 
disruption). 

According to Fagen Friedman & Fulfrost’s website, the Palo Alto 
school district’s law firm, examples of substantial disruption include: 
administrators missing school activities in order to respond to a del-
uge of phone calls and parent complaints (but it must be more than 
administrators being pulled away from ordinary tasks) or sustained 
conversations about the incidents by several groups of students such 
that lesson plans or classroom direction from a teacher is substantially 
undermined. 

In a key 2009 court case (J.C. v. Beverly Hills Unified School Dis-
trict), involving a profane and insulting video (made after school hours) 
about a student and then posted on YouTube, a California federal court 
held that the school did not have jurisdiction to suspend the student who 
made the video because the school had not presented enough specific 
facts to show “substantial disruption.” The court said “substantial dis-
ruption” goes beyond ordinary personality conflicts, hurt feelings or 
embarrassment that occurs among students. 

— Terri Lobdell 

A longer version of this article, along with a list of informative 
websites, is posted on www.PaloAltoOnline.com.

Mission-statement ideas are jotted on sheets of white paper during a brainstorming session at the office of 
My Digital Tat2.

A Palo Alto middle school 
teacher said that her students tell 
her bullying is “cyber-stuff most-
ly,” but she doesn’t see it in the 
classroom. 

When cyber-problems do arrive 
on the school doorstep, they can 
involve highly charged emotions, 
anonymous perpetrators, complex 
interactions, and tricky jurisdic-
tional issues about discipline. Sev-
eral administrators indicated that 
they’d much rather deal with an 
in-person school conflict than the 
more difficult task of unraveling 
and resolving a cyber-event. (See 
sidebar: “School rules and laws 
related to online abuse.”)

Administrators report that they 
generally try to resolve cyber-
incidents through student and 
parent conferences, mediation, 
counseling and other support, and 
may contact the Internet provider 
to request material be deleted. In 
more serious incidents, police may 
be called and discipline meted out, 
especially if a physical fight has 
occurred as part of the mix.

Palo Alto school administrators 
have contacted Facebook more 
than once to get the “Confessions” 
pages deleted, according to an 
April email from district official 
Ann Dunkin.

“Students post their confessions 
anonymously and others respond. 
... Some are innocuous, but other 
confessions can be very hurtful 
to others,” Dunkin wrote. Months 
later, these pages remain on Face-
book.

While schools have embraced 
their role in educating students 
around cybercitizenship, starting 
in second grade and continuing 
through high school, most school 
officials see parents as primarily 
responsible for their kids’ off-cam-
pus social media use. 

“Parents are really the ones with 
the power and control,” Winston 
said. 

Yet when a disturbing cyber-in-
cident comes to light, parents often 
turn to schools to take action.

“It’s very easy for one side to 
point the finger at the other, but it 

really is the community working 
together, and that means parents 
and educators and children — 
everybody together,” said Gloria 
Moskowitz-Sweet, co-founder 
of My Digital Tat2, a Palo Alto 
business that educates youth and 
adults about responsible cyberciti-
zenship.

D iana, like most teens, did not 
consider telling her parents 
about her cyberbullying ex-

perience and how it was impact-
ing her. She feared they would re-
act emotionally, would try to fix it 
and/or worry excessively. She saw 
their possible reactions as univer-
sally unhelpful. What Diana said 
she needed to hear was: “Talk to 
me; tell me what is going on. I’m 
here for you.” But she could not 
imagine that result.

In desperation, Diana consulted 
her school guidance counselor. 

“It turned out terrible,” Diana 
said. 

She told the counselor how sad 
she was, and the counselor’s re-
sponse was to hand Diana a “sui-
cide contract” — a promise not to 
kill herself.

“This was the most imperfect so-
lution,” Diana said. “I was expecting 
help with the pain I was feeling.” 

Instead she felt even more isolat-
ed. The counselor checked in with 
her later, but Diana fended her off, 
saying she was fine. The counselor 
called her sadness a phase. 

“It wasn’t a phase. It took me 

years to grow back my self-es-
teem,” Diana said.

Other teens do not talk to adults 
because they don’t want to hand 
them another reason to fear tech-
nology, or trigger limits on its use. 
They don’t want adults thinking 
of their world — with social me-
dia an integral part — as bad or 
wrong. Teens also worry that par-
ents will want to talk to other kids’ 
parents or to the school. In telling 
adults, youth put at risk their hard-
won social independence and con-
trol and also invite retaliation by 
their peers.

For many teens, it’s only the 
most egregious case that warrants 
adult intervention — incidents 
causing extreme distress, depres-
sion or suicidal thoughts. Teens set 
the bar high for labeling a cyber-
act “cyberbullying.” Adult con-
cepts about “cyberbullying” are 
“outdated,” according to teens. 

“I have a weird association with 
that word,” one teen said. 

This is one reason, they say, 
that Palo Alto student surveys 
show low rates of cyberbullying; 
teens are reluctant to apply adult 
definitions to their nuanced online 
world and shy away from the word 
“bullying.”

“We imagine bullies as the ‘big 
bad guys’ ganging up on someone 
in a corner, an image that doesn’t 
align with the reality of social 
media,” a February Verde edito-
rial stated.

The reaction teens expect from 
one another also keeps them from 
calling attention to hurtful behav-
ior. The social norm, teens agree, 
is to act unaffected or laugh it off. 
If you don’t, you’re not cool. Diana 
followed this playbook when she 
was cyberbullied. She continued 
to act happy in order to fit in. 

Regardless of outward demean-
or, many teens say they feel com-
pelled to check social media con-
stantly — and anxiously. In doing 
so, they allow what is said in front 
of huge audiences, or the number 
of “likes” they receive, to deter-

In telling  
adults, youth  

put at risk their  
hard-won social 

independence and 
control and also 
invite retaliation  

by peers.
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Bringing lessons  
on social kindness 
into cyberspace

Window of opportunity to teach kids is 
in elementary, middle school

M any adults are puzzled by the mean comments and offen-
sive material most teens consider normal on social media, 
given that the behavior flies in the face of what youth are 

taught in school from an early age about kindness, respect and in-
clusiveness. Most kids act in ways that are caring and respectful in 
class and at home, adults report. 

These are good kids, they say. 
It may be a matter of different norms in different environments. 
“Teens know how to put their best foot forward in front of an adult, 

especially at school,” a Palo Alto High School senior said.
“I truly believe these students have a knowing about what is cor-

rect behavior, what is compassion, what is empathy. I just think they 
don’t quite understand how to connect this in all segments of their 
life, especially with their (online) language,” Palo Alto Recreation 
Department Teen Services Coordinator Jessica Lewis said. “It’s all 
about being conscious and intentional.”

How to bring about more conscious intention and alignment of 
values is unclear. Teens generally roll their eyes about bullying-
prevention and social-kindness programs. 

“We are hit over the head with anti-bullying programs” that are 
“preachy” and “irrelevant,” one teen said. Messages like “Be an 
upstander” and “Report hurtful behavior to a trusted adult” may 
make sense to adults, but that’s just not how it works online, many 
teens say. 

Several teens also pointed out that lessons promoting social kind-
ness do nothing to advance their goal of getting into a good college. 
Without that ultimate reward, many do not have the motivation, or 
bandwidth, to devote attention to such non-academic subjects. 

“Adults take it seriously; kids don’t,” one Paly sophomore said.
“Schools are overestimating their reach (with anti-bullying pro-

grams),” a recent Paly grad said. “They have more limited effect 
than wished for.”

This resistance to adult messaging is consistent with what experts 
observe about natural teen development. 

“The window of opportunity for adults to influence an early ado-
lescent’s social behavior usually closes by the end of middle school,” 
according to psychologist and author Carl Pickhardt. “It is in late 
elementary school and particularly middle school when parents and 
teachers have an opportunity to impact those norms of social treat-
ment.” 

The late elementary age is a prime target zone for the work of 
Palo Alto business My Digital Tat2, according to founders Gloria 
Moskowitz-Sweet and Erica Pelavin. Starting last year, with funding 
from the nonprofit Partners in Education, they have been educating 
Palo Alto fifth-graders and their parents about kindness and respect 
online. 

“We are thrilled to send a cohort of kids into sixth grade with a 
common language and some practice in standing up and spreading 
kindness,” Pelavin told the Weekly. 

Their goal is “to help students become safe, ethical, responsible, 
and kind producers and consumers of technology.” They believe that 
concepts like “frontloading kindness in a digital age” and “stand-
ing up to social cruelty online and off” can be grown and spread as 
positive messages that will empower youth.

My Digital Tat2’s program reinforces the Palo Alto school librar-
ians’ districtwide curriculum teaching cybercitizenship starting in 
second grade. It also sets the stage for ongoing cybercitizenship and 
anti-bullying lessons that take place throughout middle and high 
school. 

Pelavin and Moskowitz-Sweet are optimistic about a growing 
trend of “remarkable positive initiatives” among youth responding 
to online cruelty.

“We do see kids standing up on Instagram, Ask.fm and Facebook. 
They are stepping out and up when they see unkind threads, thus 
decreasing the power of the post or image. From our experience kids 
are slowing down and care very deeply about their online identity,” 
Pelavin said. 

A February editorial in Paly’s student magazine, Verde, entitled 
“Online Shaming Needs to Stop” aims to feed this trend by urging 
students to report a problem post on Facebook, or to directly con-
front the poster “even if the bullying incident does not involve you 
or your friends.”

Pelavin also references a growing number of national websites that 
emphasize kindness and empathy (including Do Something, Trevor 
Project, Everyone Matters and Start Empathy).  

— Terri Lobdell

mine their sense of self-worth. 
Not everyone sees this as a prob-

lem. A large number of teens say 
they are unbothered by mean or of-
fensive language online. Common 
refrains include: “We are used to 
it,” “We don’t know anything dif-
ferent,” “There’s nothing to be done 
to change it,” “They were just trying 
to be funny,” “It didn’t involve me 
or my friends,” and “Things online 
blow over very quickly.” 

Many teens say they find online 
conflicts, mean comments, sexual 
content and jokes at others’ expense 
to be “entertaining,” even as they 
also say they wouldn’t want to be 
the focus of such attention.

W hile students are protec-
tive about their online life, 
and find many positives in 

their experiences with it, youth ex-
perts studying today’s teens worry 
about the downsides of this regu-
lar exposure to mean or offensive 
words and images, including costs 
to real-life relationships.

In six years working with Palo 
Alto teens, city Recreation Depart-
ment Teen Services Coordinator Jes-
sica Lewis has noticed the impact of 
social media on teens’ relationships. 
She sees fewer traditional, “re-
ally close” friendships. She works 
to create opportunities for teens to 
practice face-to-face communica-
tion and conflict resolution as im-
portant skills for building healthy, 
rewarding relationships in the real 
world. Online tools cannot replace 
the power of in-person interactions, 
and too much online dependence 
affects important socialization pro-
cesses. Lewis helps teens to focus 
on building and appreciating the 
value of these in-person skills and 
relationships, as an important bal-
ance to what occurs online.

Diana has felt the impact of so-
cial media on her peer relationships, 
even today. 

“I feel like I’m always being 
watched and judged,” she said. 

Her solution is to maintain a wide 
circle of surface-level friends. It’s 
less risky if it’s less intimate, she 
said, although she admits it’s also 
more isolating. It helps that she has 
a best friend she trusts outside the 
school community. 

It’s not just the cyber-targets who 
are leery. The large bystander audi-
ences also absorb the blows at some 
level, according to experts. 

“Every act of social cruelty not 
only endangers the victim, but puts 
everyone on guard by undermining 
the social safety of all; each act is 
an example of what can happen to 
anyone who is not careful. This is 
why everyone is victimized,” psy-
chologist Carl Pickhardt wrote. 

Youth experts are especially con-
cerned about the “shy, sensitive” 
types who can be more adversely 
affected by witnessing cruel acts 
done to others.

According to Pew Research Cen-
ter, 88 percent of teens say they 
have witnessed people being mean 
and cruel to another person online. 
Common Sense Media’s 2012 re-
search shows that about four in 10 
teenaged social-media users say they 

often or sometimes encounter sex-
ist, homophobic or racist comments 
online. One in four report they “of-
ten” encounter one or more of these 
types of derogatory speech. 

Some educators and parents wish 
kids would avoid social media; more 
than one adult told the Weekly their 
advice to kids was “Stay off it!” In 
fact some kids do just that, depend-
ing on the school, family, kid’s tem-
perament and whether the child is 
plugged into a passion not based 
online, according to Harvard Medi-
cal School instructor, researcher and 
psychologist Catherine Steiner-Adair 
(author of “The Big Disconnect: Pro-
tecting Childhood and Family Rela-
tionships in the Digital Age”). Still 
the vast majority of teens enjoy the 
many positive benefits of social me-
dia but also fear that relaxing their 
online grip would lead to unaccept-
able cost to their social lives.

What teens encounter on social 
media, how they choose to act with-
in its parameters, and the impacts 
on them are still evolving questions 
for study, discussion and debate. 
Experts agree there is no “magic 
bullet” solution to the challenge of 
creating the healthiest possible on-
line environment for youth. 

“We just don’t know yet what the 
right way is,” Lewis said. 

Steyer and other experts believe 
the path starts with understanding 
the territory. 

“The bottom line is clear. We 
need to know what’s happening 
in our kids’ digital lives, talk with 
them about what they’re seeing and 
experiencing, and teach them to 
think critically about the images and 
messages they encounter. We need 
to limit their access to certain me-
dia and technology, starting when 
they’re very young. And we have to 
stay involved in how they process 
messages and images as they gain 

independence,” Steyer wrote. 
For Diana, it was her friends out-

side school circles who most helped 
in re-building her confidence. High 
school also offered a fresh start. 

“I tried to channel my energies 
and focus on what I could do and 
enjoy,” she said. 

She considers herself “lucky” to 
have regained her sense of well-
being. 

“People react differently when 
they are bullied. Some isolate and 
disappear. Others engage in more 
self-destructive behaviors like 
drugs, alcohol, cutting and eating 
disorders. Most remain extremely 
self-conscious and insecure.”

Diana now looks for ways to help 
others, especially new students. She 
also thinks younger teens need a safe 
venue for bullying support groups, 
to combat the feelings of isolation 
she so acutely experienced during 
her middle school years. Diana has 
since learned to stand up to mean 
behavior when she sees it, online or 
in person. It takes “awareness and 
courage,” she said, but she finds the 
strength when she remembers her 
own experience and her resolve to 
speak up against mistreatment. 

As Diana and other youth make 
clear, it’s not easy pioneering this 
land with its many new attractions 
and risks. It’s a lot of responsibility 
in the hands of young teens. 

Terri Lobdell is a freelance 
writer and is married to Palo Alto 
Weekly Publisher Bill Johnson. 
She can be emailed at terri. 
lobdell@gmail.com. 

James Steyer, Stanford University lecturer and founder of the nonprofit 
Common Sense Media, is the author of “Talking Back to Facebook:  
A Common Sense Guide to Raising Kids in the Digital Age.”

Teens online
(continued from page 23)

An article about PA Gossip Girl, a blog 
that local teens called one of the worst 
cyberbullying incidents they could re-
member, is posted on Palo Alto Online.

READ MORE ONLINE
www.PaloAltoOnline.com
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Anatomy of a Palo Alto High School cyberbullying incident
'PA Gossip Girl' blog was up for just one hour but triggered blistering reaction

==B Editor's note: The entire in-depth package on cyberbullying, including five sidebars, has been posted== [paloaltoonline.com
here].

An anonymous gossip blog, known as "PA Gossip Girl," appeared on the social-media website Tumblr without warning on a
Sunday evening last January -- prime time for Palo Alto students doing their homework along with their online socializing.
According to Palo Alto High School students who saw the blog, it contained about a dozen entries featuring sexually explicit
rumors (including one mentioning rape) and identifying Paly students by name.

The blog lasted about an hour before it was taken off Tumblr without explanation, but news of what it said lived on and quickly
spread around Facebook and Twitter.

"Kids were getting very, very hurt," one Paly senior said.

Many students were outraged by what they saw; others were amused. Some had mixed reactions -- equal parts repulsion and
fascination.

"For the most part, people responded with angry Tweets and Facebook statuses. Some students rose up to defend their
(targeted) friends while others condemned the blogger's general actions," Paly's student magazine, Verde, stated in
[www.paloaltoonline.com a February editorial].

Another [palyvoice.com student opinion piece] in the Paly online publication Voice highlighted the ambivalence some students
felt.

"Our theory is that many viewers of the blog, while they may have been condemning it ... were secretly enjoying it," it stated. "It's
the adoration of gossip that led this blog to popularity."

Students interviewed by the Weekly were nearly unanimous in their assessment that "PA Gossip Girl" was one of the worst
cyberbullying incidents in their memory and clearly outside the norm of what local teens have come to expect on social media.

"It was actually weird to see people defending people (in response to the Gossip Girl blog)," one Paly student said. "Upstanders
are rare on social media and will be harassed more commonly."

No one was ever identified as the PA Gossip Girl blogger (or bloggers), nor were the motives behind the blog discovered,
according to Weekly interviews with students, Paly's then-Principal Phil Winston and Dan Pojanamat, then-school resource
officer for the Palo Alto Police Department.

Student tweets posted in reaction to the blog revealed the wide range of reactions:

"This whole thing is ridiculous."

"Probably one of the most pathetic things in my life."

"I put down my phone for an hour and missed a huge phenomenon come and go."

"Ever heard of depression or suicide and violence from cyberbullying? No excuses, take it down."

"So mad at you for taking it down."

"Whoever made PA Gossip Girl, please undelete it, it was the highlight of my day."

"Funniest thing of my life."

"Ok PA Gossip Girl, you've had your 15 minutes of fame, now I suggest you delete the blog and focus on growing up and finding
a life."
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"Enjoy the libel suit."

"It's only funny because it's not about you."

"Get your facts straight."

"That Tumblr has been sent around faster than HIV in the '80s."

"If this tweet gets 1000 retweets then (PA Gossip Girl) will post #12."

"PA Gossip must understand the power of words and the severity of bullying. People commit suicide over this type of public
humiliation."

"The way us teens use the Internet and technology to destroy each other is downright awful."

"Cold world."

"Today is officially the worst Monday in the history of Mondays."

"People don't realize that what they post online is out there forever and can ruin another person's life. Unacceptable."

A Paly Voice "Verbatim" [palyvoice.com video] captured four Paly students' thoughts about the event, including:

• "It annoyed me because everyone was just using it to make each other feel bad"

• "The whole ... situation was pretty dumb to be honest. I think the girls are making a lot bigger deal out of it than it needed to be,
and I thought it was just pretty funny in general"

• "I thought it was really mean. ... It really upset my whole grade."

• "I thought (it) was immature. ... It was just a cry for attention."

For those with no direct connection to the people named, the intensity of the buzz around the unfolding drama continued for
about a week, according to most students. Some watching were scared and thought, "It could get worse; what next?" according
to one Paly junior. The most painful and longer-lasting impacts were felt by those named, and their friends, according to
students.

"I would have been completely mortified if it had been me," one Paly senior said. "It was very embarrassing information."

According to several students, the rumors posted had mostly been heard before around campus.

"There was no real news in the Tumblr blog," one Paly senior said.

What made the Gossip Girl blog so bad, students said, was that the rumors appeared in black-and-white before a large
audience. Also, students said it was well outside the norm for attacks to be this "direct." Students are used to more subtle,
indirect forms of online meanness in this community.

"People get creative about being indirect, to avoid getting into trouble," one Paly student said.

It was confusing for some students to fully understand the impacts on the targets. One Paly student who knew the teens
identified said that some of them were "laughing it off," saying they didn't care, in the presence of other students at school.

"It's hard to tell how hurt they really might be," the student said. "They might be hurt at home but at school act like it's not
happening."

Showing one's true feelings can lead to a greater likelihood of being targeted, students say. The norm is to act cool and not let
the bullies know they are getting to you.

==B Contributing to the frenzy==

One issue that caught a lot of attention was the role of the audience in creating the social-media frenzy around PA Gossip Girl.
Paly grad Brian Benton tweeted an "open letter" [twitter.com to PA Gossip Girl] that included advice based on his experience
senior year creating a Twitter account called "HeardOnTheQuad," which spread vague rumors using students' initials for about a
month in March 2012:

"For people offended by Welcome-to-Gossip-Girl, if you want it to stop, stop talking about it. If HeardOnTheQuad hadn't caught
on, I would have just given up, but it got like 200 followers in a week and that was my fuel. Stop submitting. Stop talking about it.
Stop caring. It will go away.
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"And for whoever's behind Welcome-to-Gossip-Girl, think about why you're doing this. Attention's great. I love it. That why I do 70
percent of what I do. But there are better ways to get it. When people started finding out I was HeardOnTheQuad, they stopped
trusting me, and I realized I actually did hurt some people, even if that wasn't my goal. For you, it will be even worse. Do
something funny, or creative. Let me know if you need ideas. I've got plenty."

Benton told the Weekly that he wrote the letter because he felt responsible to say something after his own foray with
HeardOnTheQuad and thought that "Gossip Girl" might listen to him, perhaps more than others.

The Paly [palyvoice.com Voice opinion piece], authored by students Callie Walker and Kate Marinkovich, mirrored Benton's
concerns about the audience role: "By bringing attention to this website of rumors, you only made it more viewed, more infamous
and more powerful. If you truly wanted to take away the website, you shouldn't have constantly refreshed the page to see what
the next blast had in store. Honestly, whoever discovered the website should have kept it to themselves, and this whole
scuttlebutt would have been avoided. Simple."

Walker and Marinkovich challenged students: "Maybe it's time for Paly students to take this as an example and change their
ways. Take your own advice and stop bad-mouthing each other."

Winston told the Weekly that after PA Gossip Girl went up online, he received emails from a couple of students right away. On
Monday morning, he said, he and his administrative team "were all over it." He had been provided screenshots of the blog and
said the posts contained "pretty nasty language," mostly about alleged sexual activities, along with names.

Winston saw this cyberbullying incident as particularly shocking because of the specificity of sexual comments along with the
identifying information. Students are used to a lot of crude material on social media, he said, but this case went well beyond the
pale.

The targeted students were offered support and counseling, according to Winston. He also expressed concern about the targets'
privacy as they recovered: "It's public enough already with all the talk around school."

Winston agreed with Benton's points about the role of the audience. Kids were "egging it on" by participating online, he said.

Winston told the Weekly the police had been notified. According to Pojanamat, a parent called the department, thinking that what
had happened might be a crime. Pojanamat said that no crime was involved and told the parent and Winston that.

"The school has the most authority to do something with this," Pojanamat told the Weekly, referring to possible disciplinary
action. He also mentioned that there could be civil remedies available to the targets. But, without a known perpetrator, it was
difficult for anyone to take action.

Dealing with social media's pervasiveness and impacts is difficult for the school, Winston said. "We don't have the time to learn
and troll all this information. We rely on students to bring it to our attention," he said, but in most cases "no one wants to show us
anything."

Regarding the Gossip Girl incident, Winston emailed the Weekly in July: "It should be noted we did a detailed and thorough
investigation with all the information we had. I don't want anyone to think we didn't do everything in our power to help and stop
the harassment."

He sent this comment in response to the Weekly's story about the U.S. Department of Education's Office for Civil Rights'
investigation at Paly, opened in June, regarding compliance with Title IX obligations concerning sexual harassment. The story
had referenced Paly's response to the Gossip Girl blog as one area that could be covered by the [www.paloaltoonline.com
federal compliance review].

Several students interviewed by the Weekly indicated that the Gossip Girl incident brought home to them and others the power of
online words to hurt.

"It woke some people up," one Paly student said.

As part of this student response, the February [www.paloaltoonline.com Verde editorial] seized the opportunity to urge students
to "address a much larger issue at hand: the lack of individual action against online shaming. True change can only come
through more widespread awareness about such hurtful actions, along with the desire to build a community that stands against
them."

Find this article at:
http://paloaltoonline.com/news/show_story.php?story_id=30643
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